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Attachments:
 
1. Overall Description:

SA3 would like to thank SA2 for their LS in the context of the study FS_UDICoM on "User Data Interworking, Coexistence and Migration".
From a security point of view, it is preferred that the subscriber credential is stored in one place. It is a good security principle that any duplication of secret keys shall be avoided except for backup purposes. Further, it is necessary to avoid SQN reuse and synchronisation errors. 
Furthermore SA3 would like to point out, that in TS 33.501, for a UE there are not two separate (EPS(+2/3G) and 5GS) credentials, UE always has only one set of credentials. 
So far, for option 1, SA3 sees no security reason for the UDM to go through the HSS to fetch authentication vectors. However, all options currently discussed in SA2 need further security analysis.
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 group to take this information into account.
3. Date of Next TSG-SA WG3 Meetings:
SA3#94
28 January – 1 February 2019

Kochi (India)

SA3#95
6-10 May 2019



TBD

